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1. Governance

Nemeris IT OU maintains documented security policies, Role-Based Access Control (RBAC),
and strict confidentiality obligations for all personnel.

2. Technical Measures

TLS encryption for data in transit; AES-256 encryption at rest (where supported); regular
backups; rapid vulnerability remediation; and hardened security baselines.

3. Monitoring

Centralized logging, comprehensive audit trails, real-time alerting, and periodic security reviews.

4. Incident Response

Structured runbooks covering triage to recovery; SLA targets for incident response are agreed
per engagement.

5. Continuity

Regular backup restoration tests, dependency inventory, and defined RTO/RPO targets to
ensure business resilience.
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